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Place and extract the ZIP files for both firmware and bootrom into one central folder. (I called it
“Polycom Firmware”):
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Retrieving the CA Certificate Hash

In order to configure this same trust relationship with the Polycom SIP phones the CA
certificate will need to be manually provided to the phone as part of the provisioning process.

Note: Be aware that this does not mean the Lync server certificate itself is used, which is a
common misunderstanding. In order to manually build the trust the endpoint must trust the
server certificate which was issued to the Lync server, but installing that same Lync server
certificate itself into the phone does NOT satisfy the requirements. The connecting endpoint
must instead trust the Certificate Authority server which originally issued that certificate to the
Lync server (e.g. a Root CA server), by which provides a transitive trust to all certificates
issued by that CA (including the Lync Server certificate).

So make sure that the certificate hash which is retrieved is that of the Root CA, and not the
Lync server certificate itself.

This preparation is a one-time process as once the certificate data is retrieved it remains as part
of the configuration data for any additional device provisioning.

The first step is to identify the certificate currently applied to the Lync Server so that the proper
CA certificate is exported.

e On the Lync Server in which the phones will be configured to register to launch the Lync Server
Management Shell and run the Get-CsCertificate cmdlet.




OU=Home ., O=Jeff Schertz. L=Chicago.

AlternativeHames : . . lync.schertz.local, dialin.mslync.net. meet

Thumbineint
Use

Although all usages should normally have the same certificate assigned look for the Use:
Default entry to identify the certificate assigned to the SIP registrar on the Lync Server. This
usage will show the Issuer as well as the certificate Subject,

With the issuer and certificate information validated then the certificate must be exported to a
text file so that the raw hash text can be accessed.

e On the same Lync Server open the Microsoft Management Console (mmc.exe) add the
Certificates snap-in and manage the Computer account of the Local computer.

o Expand the Personal store, then Certificate store and open the server certificate used by Lync
(e.g. lync.schertz.local) and select the Certification Path tab.

o Select the root certificate at the top of the tree and click View Certificate. This will open the
root certificate for the CA which issued this server certificate.

General | Detais Certification Path |

Certification path

-‘.J
ey Lymic Frant End Cert

e Select the Details tab in the new window and verify the Subject Name matches the CN field
from the Issuer value in the previous Get-CsCertificate output. Click the Copy to File button to
launch the Certificate Export Wizard.

View Certificate I
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Edit Properties. .. Copy to File... |

In the export wizard select Base-64 encoded X.509 (.CER) as the Export File Format.

Certificate Export Wicard

Espart File Farmat
Certificabes can be exported in & variety of fie formats,

Selnck the Formal you want to uss:
" DER encoded binary %.509 {.CER)
| % |Bas-64 enioded X509 {,CER) ]

" Cryptographec Message
[ il

Synkac Standard - FKCS #7 Certificates (FTE)

Save the exported file (e.g. c:RootCA. cer) and keep this file handy for later, as a
configuration step in the next section will require the contents of this file.

Certificate Export Wicard
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<lync>

<profile reg.l.address="userl@contoso.com"
msg.mwi.l.callBack="sip:userl@contoso.com;opaque=app:voicemail" />

<registration voIpProt.server.l.address="lyncserver.contoso.local"

sec.TLS.customCaCert.1=""

sec.TLS.profileSelection.SIP="ApplicationProfilel"
reg.l.auth.useloginCredentials="1" voIpProt.SIP.mtls.enable="0"
voIpProt.server.l.speciallnterop="1ync2010"

volpProt.server.l.transport="TLS"

voIpProt.SIP.allowTransferOnProceeding="0" />

<features feature.presence.enabled="1" feature.messaging.enabled="1"

msg.mwi.l.callBackMode="contact" roaming buddies.reg="1" />

<media sec.srtp.require="1" sec.srtp.key.lifetime="2731"

sec.srtp.mki.enabled="1" sec.srtp.mki.length="1"

sec.srtp.holdWithNewKey="0" sec.srtp.resumeWithNewKey="0"

voice.audioProfile.G7221.24kbps.payloadType="112"
voice.codecPref.G7221.24kbps="5" voice.codecPref.G7221.32kbps="0"
video.iFrame.delay="2"></media>

</lync>

= 1lync
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setting is used by the device to retrieve the user’s voicemail from Exchange UM.

) profile
& reg.l.addre|r.radmehr@kavatelecon.net
[ _ zip:r.radmehriikavatelecom.net; opague=app:voicemail
& dialplan.l.|xz.TREE;phone-context=01A-Tehrank
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————— BEGIN CERTIFICATE————-—

MITDcTCCAImgAWIBAgIQQLAaFCOgyIFHAL jBedlewDANBgkghki GOwOBAQUFADEL
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---------- "IEg-l-ﬂUth-|32DHFERWEQHVERHTDmEhdﬂfﬂzwxlYEQELUHEHE4XDTERHEEKHTEHHEIIHVDXDTIR
""""" "?UIpPrDt-SIHDEKHTEHHTllHHGWSEEIHEEGCngJanﬂEixkﬁRkWﬁEEldDEbIthCngJnmIEixk
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————— END CERTIFICATE-————

volpProt.server.l.address 55,5 oyols yoi5 5

e Update the volpProt.server.l.address attribute to use the Lync registrar FQDN for the specific
environment. This can be a Standard Edition or Enterprise Edition Front End server or a
Director server. (Native registration directly to an Edge Server is not yet supported as ICE
compatibility for media sessions will be provided in a future release of the UC software).

&) profile
[J registration

‘J zec.TLS5.customCaler|———-- BEGIN CERTIFICATE-——--
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POLYCOM' Polycom Web Configuration Utility
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