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& Some settings are not yet stored permanently. View Changes @

Network Behavior Audio SIE/RTP QoS/Security Update

Network:

DHCP: ®on O off @

DHCP ignore list: | | @
=]

IP address: [192.168.6.1 | ®

Netmask: [255.255.255.0 | @

Host Name: | | @

IF Gateway: [192.168.5.254 | ®

DNS:

Domain: |Ica'-;atelecl:n'|.net | @

DNS Server 1: [192.168.1.2 | @

DNS Server 2: [192.168.1.12 | @

Time:

NTP Time Server: [192.168.1.2 | @
ngs NTP Refresh Time (sec): |36EIIII | @

3.5 Iran (Teheran) -

Timeznnea:
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Identity 5
Identity &
Identity 7
Identity &
Identity 9
Identity 10
Identity 11
Identity 12
Action URL Settings
Advanced
Certificates

load auSs w5 miSee 8,13 DBR ¢ s o 1, Certificate 1 Browse a.ss oo ,u8 b

Unknown Certificates Server Certificates Certificate Authorities

TLS Server Authentication

& By default, snom phones do not authenticate server identities in secure connections
(TLS). Those connections are vulnarable to man-in-the-middle attacks. You may enable
the feature, but be aware that due to security cancerns, you can anly disable the feature
with a factory reset. Pleaze refer to the snom WIKI for more information. Resd more...

| Activate |

Add Trusted Server Certificate (DER-Format) || Browse...




(@ Choose File to Upload |

—  — e —
OU |J; b Metwork » alync » Client » v|41-|| Search Client }J|
Organize = Mew folder 3=+ [ I@
Bl Desktop i Mame Date modified Type
4 Downloads )
- M Cert 5/9/2012 3:11 PM File folder
1= Recent Places i i :
1. Lync Licensed Clients 4/3/2012 8:32 AM File folder
. o ||$| Alyncp-Der.cer 312/201211:54 AM  Security Cerf
= Libraries —
|E| LyncSetupBval-x64.exe 1072772010 2:55 PM Application
@ Documents . o
JF e |£| LyncSetupBval-x86.exe 10/27/2010 3:38 PM Application
usic
ﬁ_."?'r' OC5Reskit.msi 107472011 2:43 PM Windows Ing
[E| Pictures
'8 podcasts g
M Videos
Lo Computer
“! Metwork
= i | k
File name: Alyncp-Der.cer - [ﬁ't“ Files (*.) ']
| Open | [ Cancel ]

- Reset 1, _s,5 Reboot ; Maintenance a5 ol g« 555 SEtiNgs auss 5l osliiwl b s .6
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Unknown Certificates

Server Certificates Certificate Authorities

x

\ersion:

Serial Number:
Signature Algorithm:
Signature:
Issuer:

Validity:
SHA1-Fingerprint:
MD5-Fingerprint:
PK Algorithm:
RSA modulus:
RSA exponent:
Filename on FS:

Certificates

Operation
Home

Directory

Setup
Preferences

Speed Dial
Function Keys

Country: IR; State: Tehran; Locality Tehran; Organization: Tehran; Common Name: alyncp.kavatelecom.net; eMail:

3

16b9a6bc000000000007

1.2.840.113549.1.1.5 (shalWithRSAEncryption)

5d9cdc8ab850957 7cbbSc6c5c8ded3e90a4e83bdoeadd0c0807e021d221 ee44c89aa09130493ef9a...
Country: ; State: ; Locality ; Organization: ; Common Name: kavatelecom-CA; eMail:
25/09/11 - 24/09/13

1a3de10098f9470ad5cafa795f10e0e16bbb218f

e21c5e2f6de20e88f9a23328dc38bfaa

1.2.840.113549.1.1.1 (rsaEncryption)
0096ab47db05361c19a1e798d966fe9a86e74277b26181148a59e66f38b3862c230eb7ad33ccdechk. ..
010001

01dead466253d558f68020284fcd6ffas201d615.DER

UC Account Data a ;5 ol

& Some settings are not yet stored permanently. ¥

Unknown Certificates Server Certificates Certificate Authoril

UC Account Data

Identity 1
Identity 2
Identity 3
Identity 4
Identity 5
Identity &
Identity 7
Identity &
Identity 9
Identity 10

TLS Server Authentication

& By default, snom phones do not authenticate server identities it
(TLS). Those connections are vulnarable to man-in-the-middle ;
the feature, but be aware that due to security concerns, you ca
with a factory reset. Please refer to the snom WIKI for more in

| Activate |

Add Trusted Server Certificate (DER-Format)
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>unt Data N
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1 2 2 4 3 & z g 3 10 11 12
Please enter your account data here for identity 1
SIP-URI |r.r'a|:|mehr@ka'-;ateleccm.net | @'
Username (DOMAINYUSERNAME) |I<a'-,-atelecc:n'|"-.r.radmehr | @'
Fa=zsword |l-l-l-l-lll-l- | @'

Identityl a5 Gl .10

Operation
Home

Directory

Setup
Preferences

Speed Dial
Function Keys
UC Account Drata
Identity 1
Identity 2
Identity 3
Identity 4
Identity 5
Identity &
Identity 7
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& Some settings are not yet stored permanently. View Changes @'

Loqi IE MNAT RTE

Login Information:

Identity active: Gon Coft®

Displayname: |Ramak Radmehr | @'
Account: |r.ra|:|n'|ehr | @
Password: [sessssss | @
Registrar: |kauate|eccm.net | @'
Outbound Proxy: | | @
Failower Identity: Mone > (@

Authentication Username: |ka'u-atelecu:m"-.r.radmehr | @
Mailbox: |si|:::r.radmEhr’@kavateleccm.n4 @
Ringtone: Ringer 7 * (@

Ringtone for Private Line: Ringer 2 * (@

Ringtone for Forwarded Calls: Ringer 3 + (@

Custom Melody URL:

|

Display text for idle screen: |
XML Idle Screen URL: | | @

|

Ring After Delay (sec):

Record Missed Calls: “on (" off @
Record Dialed Calls: * on [ off @
Record Received Calls: “on (" off @
Identity i= hidden: " on ™ off @
Re-Register

Play Ringer

oS o Reset Ll o 12

O
O
>
>






